	PLC Workstation Checklist

	Asset #:
	Usual Staff Member:

	

	Item
	Test / Criteria 
	
	Comment
	Pass

	Operating System (Windows, etc) 
	- Min version: Windows 7?
- Up to date?
- Login requires password?
- Short timeout (to ‘snooze’)?
	Y/N
Y/N
Y/N
Y/N
	
	

	Antivirus software
	– Installed?
– Up to date?
– Weekly scheduled scans?
	Y/N
Y/N
Y/N
	
	

	Web Browsers
	Internet Explorer 6 or 7?
Other bowsers (Chrome, Firefox, etc) securely configured?
	Y/N
Y/N
	Replace with IE 11
	

	Installed software / apps

	Vulnerable software / apps installed?
Standard software all up to date?
Unnecessary auto-run software?
	Y/N
Y/N
Y/N
	
	

	Email access
	By software (e.g. Outlook)?
Using Gmail, etc.?
Strong passwords?
	Y/N
Y/N
Y/N
	
	

	PLC Data
	Stored on workstation?
Workstation can access remotely stored data / cloud?
Other
	Y/N
Y/N
Y/N
	
	

	
	
	
	
	

	Carried out by:
	Location / Date:

	Recommendations / further action / AOB:



